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IHOJIMTUKA
HH(OPMAIUOHHOI 0e30MacHOCTH HHPOPMALMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX

1. Onpenenenns

1.1. B HacrosimeM JOKYMEHTE UCIIONB3YIOTCSI CICAYIONINE TEPMUHBI M KX OIPEIEIICHUSL.

ABTOMATH3HPOBAHHAs CHCTeMa— CHCTEMA, COCTOSIIAass W3 TEepPCOHAla M KOMIUIEKCA CpEICTB
aBTOMaTU3alrun €ro ACATCIIbHOCTHU, pCAIN3YIolIas I/IH(i)OpMaHI/IOHHy}O TEXHOJIOTNIO BBIITOJIHCHHSA YCTAHOBJICHHBIX
(hyHKIHIA.

AyTeHTH(PUKALUSA OTNPABUTENS JAHHBIX— MOJITBEPXJACHHUE TOrO, YTO OTIPABHUTENH ITONTYYEHHBIX
JTAHHBIX COOTBETCTBYET 3asBICHHOMY.

Be3onacHOCTh MepPCOHANBHBIX [JAaHHBIX— COCTOSHHE 3alUIIEHHOCTH TePCOHANBHBIX JaHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCTHIO TIONB30BATENEH, TEXHHYECKHX CPEACTB M HMH(OPMAIMOHHBIX TEXHOJIOTHUH
obecrieunTh KOH(PUICHIUALHOCTD, [IEIOCTHOCTh U JIOCTYITHOCTh MEPCOHANBHBIX JAaHHBIX MPU HX 00paboTKe B
WH()OPMAITMOHHBIX CHCTEMaX MePCOHAIBHBIX TaHHBIX.

Buomerpuyeckue nepcoHajlbHbIe JaHHbIe— CBEICHHSA, KOTOPHIE XapaKTepPHU3YIOT (PH3UOJIOTHYECKUE
0COOEHHOCTH 4YeIIOBEKa M Ha OCHOBE KOTOPBIX MOXXHO YCTAHOBHTH €ro JMYHOCTh, BKIIO4as (ororpadumu,
OTIEUYATKH MaNbIEB, 00pa3 ceTyaTKu riia3a, 0COOCHHOCTU CTPOSHUS Tela U JIPYTyIo MoJ00HYI0 HH(DOPMAIIHIO.

BiokupoBaHue mNepCcOHAIBLHBIX [aHHBIX— BpEMEHHOE TMpeKpaimieHne cOopa, CcHUCTeMaTH3alluHy,
HaKOIUIEHUS, HCIIONTb30BaHUS, PACIIPOCTPAHEHHS, IEPCOHATHHBIX JAHHBIX, B TOM YHCJIE WX Mepeaayn.

Bupyc (koMIbIOTEPHBIA, IPOTPAMMH blIii )— UCIOJHSAEMBIN IPOrpaMMHBIA KOJ WU UHTEPIPETUPYEMBIA
HabOp  WHCTPYKIMH,  OONamalonmii  CBOMCTBAMH  HECAHKIMOHWPOBAHHOIO  PACIpPOCTPaHEHUS U
camoBoctnipon3BeneHus1. Co3gaHable TyOnuKaThl KOMITBIOTEPHOTO BHUpyca HE BCEr/ia COBMAIAIOT C OPUTHHAJIOM,
HO COXPAHSIIOT CITOCOOHOCTH K JTATbHEHIIIEMY PACIIPOCTPAHEHHIO U CAMOBOCIIPOU3BEIEHUIO.

Bpenonocnas nporpamMma— porpamma, MpeTHa3HaAYeHHAS JUTS OCYIIECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTyma W (WJIM) BO3ACHCTBUS Ha TMEPCOHANBHBIC JAaHHBIE WM PECypCHI
MH()OPMAITMOHHOW CUCTEMBI TIEPCOHANBHBIX JaHHBIX.

BcnomorartenbHble TeXHHYECKHE CPEICTBA M CHCTEMbI— TEXHUYECKHE CPEICTBA M CHUCTEMBI, HE
TpeqHa3HaYeHHbIE I Tepeayn, 00paboTKH 1 XpaHEHHUs TIEPCOHATBHBIX TAHHBIX, YCTAHABIMBAEMBIE COBMECTHO
C TEXHHYECKUMH CPEICTBAMHU M CUCTEMaMHU, MpeIHa3HauYCHHBIMH TSI 00pabOTKH MepCOHANBHBIX JaHHBIX WU B
MTOMEMIEHHSX, B KOTOPHIX YCTAHOBJICHB MH(POPMAIIMOHHBIE CHCTEMBI TIEPCOHATBHBIX TAHHBIX.

Joctynm B onepanmuoHHYI cpely KOMIbIOTepa (MHGOPMALMOHHOH CHCTEMbl MEPCOHAJBHBIX
JAaHHBIX)— TIONyYeHHE BO3MOXKHOCTM 3allyCKa Ha BBITOJHEHHE INTATHBIX KOMaHJ, (YHKIHHA, MPOIERyp
OIlEpPAIlIOHHONW CHCTEMBbl (YHHUYTOXEHUS, KOIMHUPOBAHWSA, IIEPEMEIIeHns W T.I.), HCIOJHSAEMBIX (aiiios
MIPUKIIATHBIX POTPAMM.

Joctyn k nHpopMannu— BO3SMOXXHOCTh TONTY4EHUSI HHPOPMAIINH U €€ NCTIOIh30BaHUSL.

3akiaagouyHoe YCTPOWCTBO— DJJIEMEHT CpEIACTBa CheMa HMH(POPMANMH, CKPBITHO BHEIPSIEMBIH
(3akaspIBaeMblii WM BHOCHMBIN) B MeCTa BO3MOXKHOTO CheMa HMH(pOpManuyd (B TOM 4YHCIE B OTPaKICHHE,
KOHCTPYKIIHIO, 000pyAOBaHHE, IPEIMETHl HHTEPbEPa, TPAHCIIOPTHBIE CPEACTBA, a TAK)KE B TEXHUYECKHE CPEICTBA
U cHCTeMbl 00pabOTKH HH(pOpMALINK).

3amumaemasi nHdopmanusi— uHGopMays, ABISIOMANCT NPEIMETOM COOCTBEHHOCTH U IOIeKaIast
3alIUTe B COOTBETCTBUU C TPeOOBAHMSAMH NPABOBBIX JOKYMEHTOB MM TpeOOBAaHHSMH, YCTAHABIMBAEMBIMHU
COOCTBEHHMKOM HH(OPMAaLIUH.
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HNnenTudukanust — nprcBoeHrne cyObeKTaM M 00bEKTaM A0CTyIa HAeHTU(UKATOpa U (UIH) CpaBHEHHE
MPEABSIBISIEMOr0 HACHTU(UKATOPA C IIEPEYHEM NIPHUCBOCHHBIX HICHTU(PHKATOPOB.

NudopmMaTuBHBIA CHTHAJ— 3JIEKTPUUECKUE CHUTHAJbI, aKyCTHUECKHE, DJIEKTPOMAarHWTHbIE U JApYrHe
¢usnveckue TMois, MO MapaMerpaM KOTOPBIX MOXKeT OBITh pacKpbiTa KOH(UAEHIHATIbHAS HWHQOPMALHS
(mepcoHanbHbIE JaHHBIE) 00padaThiBacMas B MHPOPMAIMOHHOH CHCTEME MepCOHANBHBIX TaHHBIX.

HNudopmannonnas cucrema mnepcoHaabHbix AaHHbIX (MCIIAH)- wuHbopMalmoHHas cHCTEMa,
MpeACTaBISAONas cO00 COBOKYIMHOCTh MEPCOHANBHBIX IaHHBIX, CONEpKalIMxcs B 0a3ze IaHHBIX, a TaKKe
WHQPOPMAITMOHHBIX TEXHOJIOTMH W TEXHHYECKHX CPEACTB, TO3BOJSIOMIMX OCYIIECTBISATH OOpaOOTKY TaKHX
MEpCOHANBHBIX JAHHBIX C UCIIOIB30BAHUEM CPEACTB aBTOMATU3AIMH WM 0€3 HCIIOIb30BAHUS TAKUX CPENICTB.

HNudopmanmonnbie TeXHOJOTHHM— TIPOIECCH, METOABI TIOMCKa, cOopa, XpaHeHus, 00pabOTKH,
MPEAOCTABIICHUS, PACTIPOCTPAHEHUS HHPOPMAIIUK U CIIOCOOBI OCYIIECTBICHUS TAKUX MIPOLIECCOB M METOJIOB.

Hcnonb3oBaHue NepCOHATBHBIX [JAHHBIX— JEHCTBUS (Ollepaldy) C MEpPCOHANBHBIMU JaHHBIMU,
coBepmaemblie monb3oBareneM VCII[IH B mensx NOpuUHATHS pEIIEHWH WM COBEPIIEHUS WHBIX JIeMCTBUM,
MOPOXKJIAIOIINX IOPUMUYECKUE TTOCTESCTBHS B OTHOIICHUM CYOBhEKTa MEpPCOHAJIbHBIX JAHHBIX WM APYTHX JIHIL
160 HHBIM 00Pa30M 3aTparuBaroOIIUX MpaBa U CBOOOBI CyObeKTa MepCOHAbHBIX JJaHHBIX WU IPYTUX JIUIL.

Hcrounnk yrpo3sl Oe3omacHocTH HHpopManMu— cyObEeKT JOCTyMa, MaTepuaibHbId OOBEKT HIIH
¢duznvecKoe SBJICHHE, SBISIONIMECS TPUYMHON BOSHUKHOBEHHUS YTPO3bl 0€30MacHOCTH HH(pOopMaIHy.

KonTpoaupyemas 30Ha— IpOCTPAaHCTBO (TEppPUTOPHS, 3JaHNUE, YaCTh 3[aHHs, TOMEIIEHNE), B KOTOPOM
WCKIIIOYEHO HEKOHTPOJIMPYyEMOe MpedbIBaHNE MOCTOPOHHUX JIMI], & TAK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX M WHBIX
MaTepuaIbHBIX CPEICTB.

KonduaeHuuanbHOCTh NePCOHANBHBIX JaHHBIX— 00s3aTelnbHOE ISl COOJIOACHUS MOJB30BATENEM
UCII/Iz wimm WHBIM TONYyYUBUINM JOCTYN K MEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHWE HE JOMYCKaTh WX
pacnpocTpaHeHne 6e3 coriacus CyObeKTa MepCOHANbHbBIX JAHHBIX WM HAIMYHUS MHOTO 3aKOHHOT'O OCHOBAaHMSL.

MexcereBoii IKpaH— JIOKalbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIUMOHAIHLHO-pACIpeneieHHOe
nporpaMMHoe (IIpOrpaMMHO-aIIapaTHOE) CPEACTBO (KOMIUIEKC), peaau3yollee KOHTPOAb 32 HMH(OpMAIUEH,
MOCTYTAIOIEeH B MH()OPMAIIMOHHYIO CHCTEMY MEPCOHATBHBIX JAHHBIX M (MJIN) BBIXOASIIEH U3 HH(POPMAIIMOHHOM
CHUCTEMBI.

Hapymnrtens 06e30nacHOCTH MEPCOHATBHBIX AaHHBIX— (U3MYecKoe JUIO, CIy4allHO WM
[IpEeAHAMEPEHHO COBEpLIAIONIEEe JEHCTBUSA, CIIEACTBUEM KOTOPBIX SABJISIETCS HapylleHHe Oe30MacHOCTH
[IEPCOHAIBHBIX JAHHBIX IpPU HX 00pabOTKE TEXHUYECKUMHU CpPEACTBAMH B MH(GOPMALMOHHBIX CHUCTEMAX
MIEPCOHANIBHBIX JaHHBIX.

HeaBToMaTu3npoBanHasi 00padoTka NEPCOHANBHBIX JAaHHBIX— 00pa0OTKa IEPCOHAIBHBIX JAHHBIX,
cofiepkaIyxcs B MH(GOPMALMOHHON CHUCTEME MEPCOHAIBHBIX NAHHBIX JMOO0 M3BJICUEHHBIX M3 TAKOH CHCTEMBI,
CUMTAETCS OCYLIECTBIEHHON 0€3 NCIONIb30BaHMs CPEACTB aBTOMATH3aLNHU (HEaBTOMATU3UPOBAHHON), €CJIN TaKue
JNEUCTBHA C TEPCOHAIBHBIMM JAHHBIMH, KaK HCIOIB30BaHUE, YTOYHEHHE, PACIPOCTPAHEHHE, YHUYTOXKEHUE
MIEPCOHAIBHBIX JTAHHBIX B OTHOIIEHHM KaXKAOTO M3 CyOBEKTOB NEPCOHAJBHBIX AAHHBIX, OCYILECTBISIFOTCA IpU
HEMOCPEICTBEHHOM YYaCTHH YEIOBEKa.

HepexnapupoBaHHble BO3MOMKHOCTH— (YHKIMOHAJIBHBIE BO3MOKHOCTH CPEACTB BBIYMCIUTEIBHOM
TE€XHUKH, HE ONHCAHHBIE UM HE COOTBETCTBYIOIME ONUCAHHBIM B TOKYMEHTALMH, ITPH HCIOIB30BaHUM KOTOPBIX
BO3MOXKHO HapylieHne KOH(PpHUIEHITNAIBHOCTH, TOCTYITHOCTH I IEIOCTHOCTH 00padaTeiBaeMoi HH(pOpMAaIINH.

HecaHKIMOHMPOBAHHBIN T0CTYN (HECAHKIHMOHMPOBAHHBIE EHCTBHUS)— JOCTYIl K WH(OOPMAIMU WIH
nercTBus ¢ MHGOpMaLuel, Hapyllalolye IpaBuia pasrpaHUuEHHs AOCTYNA C HCIOIb30BAHHWEM INTaTHBIX
CPEACTB, PENOCTABISIEMbIX HH()OPMAILIMOHHBIMU CUCTEMAaMH NIEPCOHAIBHBIX TaHHBIX.

Hocurtenp undopmauuu— Gu3MUecKoe JTULO WIM MAaTEPHATIbHBIM OOBEKT, B TOM uHcie (usnyeckoe
1oje, B KOTOPOM MH(OpMAIHs HAXOIUT CBOE OTPA)XCHHE B BUAE CHMBOJIOB, OOPa30B, CUTHAJIOB, TEXHUYECKHX
pELIeHNH U TPOLIECCOB, KOJTMYECTBEHHBIX XaPAKTEPUCTHK (PU3NUECKUX BEINUHH.

O0e3MYNBaHHE EPCOHATBHBIX JaHHBIX— JACHCTBUS, B PE3YJIbTATE KOTOPBIX HEBO3MOXKHO OIPENEINUTh
MPUHAATIEKHOCTh IEPCOHANIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MepCOHAIbHBIX JaHHbIX.

O0padoTka NMepcoHANBLHBIX AAHHBIX— A€HCTBUS (Olepaluy) C MEPCOHAJIbHBIMUA JAHHBIMH, BKIJIIOYAS
cOop, cHucTeMaTH3alMI0, HAKOIUJICHHE, XpaHEHHEe, yTOuHeHHe (OOHOBJIEHHE, W3MEHEHHUE), HCIIOIb30BaHNUE,
pacmpocTpaHeHue (B TOM 4YMCIE Iepenady), oO0e3NuurBaHUe, OJIOKMPOBAHUE, YHHUUTOKEHHE MEPCOHAJIBHBIX
JAHHBIX.

OO0menocTynabie NepcOHAIbHBIC JaHHbIe— IEPCOHAIBHBIE AAHHBIE, TOCTYIl HEOIPAaHWYEHHOTO Kpyra
JIUI] K KOTOPBIM IPEIOCTaBJIEH C COrIacHs CyOBbeKTa MePCOHANbHBIX JaHHBIX WIM Ha KOTOPBIE B COOTBETCTBUH C
(enepaabHBIMH 3aKOHAMH HE paclpoCcTpaHseTcst TpeOoBaHUe COOMIOACHUS KOH(PHUASHINATBHOCTH.
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Moan3oBarens MCIIJH— rocynapcTBEHHBIH OpraH, MYHHMLUIANbHBIA OpraH, HOPUAMYECKOE WU
¢usnveckoe JMIO, OpraHu3ymomee W (WiM) OCYIIECTBIIsAIONIee 0OpabOTKYy MEPCOHANBHBIX JaHHBIX, a TaKKe
OIpeeNsIIoIIMe LIENU U coliepKaHne 00padOTKH MepCOHATBHBIX JaHHBIX.

Texnnueckne cpeacrBa HHPOPMALMOHHOW CHCTEMbI NEPCOHAIBHBIX JAHHBIX— CPENCTBa
BBIUMCIUTEIBHON TEXHUKH, WH(QOPMAIIMOHHO-BBIYHCIUTEIbHbIE KOMIUIEKCHI W CETH, CPEACTBA M CHCTEMBI
nepenaun, mnpuemMa u  oOpaborkum II[lH  (cpeacTBa W CHUCTEMBl  3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCTIPOW3BENIEHUS, IEPErOBOpPHbIE M  TEIEBHU3MOHHBIE  YCTPOICTBa, CpENCTBAa  M3TOTOBJICHHUA,
TUPAXUPOBAHUS JTOKYMEHTOB U JPyrHe TEXHHUYECKHE CpelcTBa OOpaOOTKH pedeBoi, rpaduueckoil, BHIEO- H
OykBeHHO-IIM(POBOH HMH(DOpPMALIUK), TPOrpaMMHBIE CpeICTBa (ONEpPallMOHHbBIE CUCTEMBI, CUCTEMbI YIIPaBICHUS
0a3aMy JaHHBIX | T.IL.), CPEACTBA 3AIIUTHI HHPOPMAIUH, TPUMEHSIEMbIE B MHPOPMAIIMOHHBIX CHCTEMAaX.

IepexBar (uHpoOpMannm)— HEMPABOMEPHOE MONyYeHNE HH(DOPMAIIMHU C UCIONb30BAHINEM TEXHHYECKOTO
CpE/ICTBA, OCYIIECTBIISIFOIIETO OOHApYKEHHE, TPHEM B 00paOOTKy HH(POPMATHBHBIX CUTHAJIOB.

IlepconanbHblie JaHHBIe— M00as HHPOPMAIHS, OTHOCAIIAACSA K ONPEACICHHOMY WJIH ONpENelsieMOMY
HA OCHOBAaHWH Takod HMH(popManuu (HU3NIECKOMY JIMIY (CYOBEKTY MEPCOHANBHBIX JIAHHBIX), B TOM YHCIE €ro
dbaMuus, UMsi, OTYECTBO, TOJl, MECSII, JaTa U MECTO POXKIICHHS, aJpec, CeMEHHOe, COIMaIbHOE, MMYIIIECTBEHHOE
MoJIoYKeHHE, 00pa3oBaHue, Ipodeccus, T0XO0Ibl, Apyras HHPOpMaIHsl.

IMoGouHbIE 3IeKTPOMATHUTHBIE H3TY4YeHHUs] M HABOJKH— DJICKTPOMArHUTHBIE N3ITyYeHUS] TEXHUYECKUX
CpeICTB 00pabOTKH 3aluiaeMoil HMH(OpMAaIlMU, BO3HUKAIOIIME KaK I000YHOE SBJICHHE W BbI3BAHHBIC
JNEKTPUYECKUMHU CUTHAJIAMH, JCHCTBYIOIIUMH B MX DOJCKTPHYECKHX W MAarHUTHBIX IEsX, a TaKke
AJIEKTPOMArHUTHBIC HABOJIKW 3TUX CHTHAJIOB Ha TOKOIPOBOJISIINE TIMHIH, KOHCTPYKIIUU U LI MTUTAHUSL.

[MoauTHKa «YHCTOTO CTOJNA»— KOMIUIEKC OPraHW3aMOHHBIX MEPONPHSITHH, KOHTPOJUPYIOIINX
OTCYTCTBHE 3aIUCHIBAHMSA Ha OyMaKHbI€ HOCHTENH KIIOUel W aTpuOyTOB MocTyma (maposieil) U XpaHeHHs WX
BOJIM3U 00BEKTOB JIOCTYIIA.

[Moab3oBaresi MHPOPMAIMOHHON CHCTEMbI TMEPCOHANBHBIX [JAHHBIX— JIUIO, YyYacTBYIOIIee B
(YHKIIMOHUPOBAaHUU MH(OPMAIIMOHHONW CHCTEMbI MEPCOHANBHBIX JAHHBIX WM HCIOJIB3YIOIIee Pe3yabTaThl ee
(hyHKIIMOHHUPOBAHMSL.

IIpaBuia pasrpaHMYeHusi JOCTYNa— COBOKYIIHOCTb IIPaBMJI, PErJIaMEHTHPYIOLIMX IIpaBa JOCTyIa
CcyOBEKTOB ocTyma K 00bEeKTaM JTOCTYyIIA.

IIporpaMmmHasi 3aKjIagKa— KoJ IIPOrpaMMbl, IPEIHAMEPEHHO BHECEHHBIH B IPOrpaMMy C ILIEIbIO
OCYIIECTBUTh  YTE€UKY, HW3MEHHUTH, OJIOKAPOBATh, YHHYTOXKHUTh WHPOPMALUIO WIM YHUYTOKUTH H
MOIU(UITIPOBATh IPOrpaMMHOE obecriedeHrne WH(OPMAIIMOHHON CHCTEMBI TEPCOHANBHBIX NAHHBIX W (WUTH)
OJIOKMpPOBaTh alIapaTHbIE CPEICTBA.

IIporpaMmMHoe (IporpaMMHO-MaTeMaTH4ecKOe) BO3JelcTBUEe— HECAHKIIMOHUPOBAHHOE BO3JIEHCTBUE
Ha pecypchl aBTOMAaTH3MPOBAHHON HH(QOPMAIMOHHOM CHCTEMBbI, OCYIIECTBIIIEMOE C HCIOJIb30BAHHEM
BPEIOHOCHBIX POrPaMM.

PackpbiTHE NEePCOHANBHBIX  JaHHBIX—  YMBIIUIEHHOE WK CllyJailHOe  HapylIeHHE
KOH(pHMICHINAIEHOCTH [IEPCOHAIBHBIX JAHHBIX.

PacnpocTpaHeHue nepcoHANBHBIX NAHHBIX— JACHCTBUS, HalpaBJICHHBIE HA IEepenady IMepCOHAIbHBIX
JaHHBIX OIpEAEICHHOMY Kpyry Jum (mepenada IIEpCOHANbHBIX JAAHHBIX) MJIM Ha O3HAKOMJIGHHE C
MIEPCOHAIBHBIMU JaHHBIMH HEOIPAaHHMUEHHOIO KPYra JIMLI, B TOM YMCIie OOHapOAOBaHHE NEPCOHANBHBIX TaHHBIX B
CpeAcTBax MaccoBOW HH(OpManuy, pasMelleHrue B HHGOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETAX WIH
MIPEAOCTABICHUE JOCTYIA K IEPCOHATBHBIM JAHHBIM KaKUM-TH0O HHBIM CIIOCOOOM.

Pecypc uHdopManMOHHONH CcHCTEeMbl— HMEHOBAHHBII »JIEMEHT CHCTEMHOIO, MPUKIAJHOIO WIH
amnmapaTHOTro odecriedeHns (PyHKIIMOHUPOBAaHUS UHPOPMAIIMOHHON CHCTEMBI.

CnenuaibHble KATerOPpUU NMEPCOHANIBHBIX JAHHBIX— IIEPCOHAJIbHBIC JAaHHBIC, KACAIOLIMECS PAacoBOIl,
HAIlMOHAJIbHOM TNPHHAIJISKHOCTH, TOJUTHYECKUX B3IJISII0B, PEIUTHMO3HBIX WM (UIocopckux yOexaeHui,
COCTOSTHUSI 3I0POBbSI 1 MHTUMHOM >KU3HU CyObEKTa IIEPCOHATBHBIX JaHHBIX.

CpeacrBa BBIYHCJIMTENBHOW TEXHMKH— COBOKYIIHOCTH NPOIPAMMHBIX M TEXHHYECKHX 3JIEMEHTOB
crcreM 00padOTKH TaHHBIX, CIIOCOOHBIX ()YHKIIMOHMPOBATH CAMOCTOSITEIIBHO UM B COCTABE IPYTUX CHUCTEM.

Cy0BekT nocryna (cy0beKT)— JIMIO WIN MPOLECC, NEHCTBHUS KOTOPOrO PErilaMeHTHPYIOTCS IpaBHIIaMHU
pasrpaHuveHus JOCTyIa.

Texnnvecknii kaHajg yTedykd HHGOPMALMH— COBOKYIHOCTb HOCHTENs HH(popMauuu (cpeacraa
00paboTku), Qu3MUECKOH Ccpeapl pacnpocTpaHeHHs] WH(GOPMATUBHOTO CHTHAJIA M CPEICTB, KOTOPBIMHU
noObIBaeTcs 3amuinaeMas HHpopmarms.

TpancrpanuyHnass mnepegaya TMePCOHANBHBIX JAaHHBIX— Ilepefada IEePCOHAJBHBIX  JaHHBIX
none3oBaTenieM MCII[IH uepe3 ['ocymapcrBennyro rpanuny Poccuniickoit @enepauuu oOpraHy BIACTH
HWHOCTPAaHHOTO FOCYAapCTBa, PU3MYECKOMY HIIH IOPUANYECKOMY JIMILY HHOCTPAHHOTO TOCYAapCTBa.
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Yrpo3sl 6€e30MacCHOCTH NMEPCOHATBHBIX JAHHBIX— COBOKYIHOCTH YCIOBUH M (DaKTOPOB, CO3AAIOIINX
OIaCHOCTh HECAaHKIIMOHUPOBAHHOIO, B TOM YHCIIE CIy4YalHOro, JOCTYIA K MEPCOHAIBHBIM JaHHBIM, PE3YJIHTaTOM
KOTOpOTO MOXET CTaThb YHHUYTO)KCHHE, HW3MEHEHUE, OJIOKMpOBaHUE, KOMHPOBAaHUE, pacIpoCTpaHEHHE
MEPCOHANBHBIX JAaHHBIX, a TaKXe WHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUI Tpu uX 00pabOTKe B
WH(POPMAITMOHHOHN CHCTEME MEPCOHATBHBIX JAHHBIX.

YHnYTOXKEHHe NEePCOHATBHBIX JAHHBIX— JIEHCTBUSA, B pe3yJbTaTe KOTOPHIX HEBO3MOYXXHO BOCCTAHOBUTh
CoJiep’KaHUE TEPCOHATBHBIX AaHHBIX B MH()OPMAILMOHHON CHCTEME MEPCOHAJbHBIX NAHHBIX WJIM B pe3yjbTare
KOTOPBIX YHHUTOXKAIOTCSI MaTepUaIbHbIe HOCUTENH MepCOHATbHBIX TaHHBIX.

YTeuka (amuimiaemoiil) uHpoOpMauMM 1O TeXHHMYECKHM KaHajJaM— HEKOHTPOJIUpPYyEMOe
pacnpocTpaneHue WHGOPMAUM OT HOCHUTENS 3aliiaeMoll WHGOpMaluuu Yepe3 (QHU3MUECKYIO Cpemy o
TEXHUYECKOT'0 CPE/ICTBA, OCYIECTBIISIIOIIETO MepexBaT HH(popMaIuu.

Ys3BUMOCTb— CTa00CTh B CPEACTBAX 3AIUTHI, KOTOPYIO MOKHO HCIIONB30BaTh [Tl HAPYIICHUS] CHCTEMBI
WJIM colieprKalieics B Helt mHdopManuu.

HenocTHocTh  MH(pOPMaMHM—  CIOCOOHOCTH  CPEACTBA  BBIUUCITUTENBHOM  TEXHUKA  WIH
ABTOMATH3WPOBAaHHOW CHCTEMBI 00eCHeuMBaTh HEM3MEHHOCTh HMH(OPMAIMU B YCIOBHSX CIy4allHOro W/WIIK
MIpeTHaMEPEHHOT0 UCKaKEHUS (pa3pyIeHHs).

2. O003HaYeHHS U COKPAIIEHUS

ABC — anTHBHpYCHBIE CpPEICTBA

APM — aBTOMaTH3MpOBaHHOE pabodee MeCcTO

BTCC — BcriomorarenbHble TEXHUYECKHE CPEICTBA U CHCTEMBI
NCIIda — nadopManmonHas cucTeMa IepCOHATBHBIX TaHHBIX
K3 — xorTponupyemas 30Ha

JIBC — nokayibHas BEIYUCIUTEIBHAS CETh

MD — MexceTeBoii dSKpaH

HCJI — HecaHKITMOHNPOBAHHBIN JOCTYII

OC - omeparnoHHas CHCTEMA

ITJIn — nepcoHanbHbIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTHYECKOE BO3/IEUCTBHE

ITO — mporpamMmmHOE oOecTieueHre

I[I5SMUH — mo6ovHbBIe JIEKTPOMArHUTHBIC U3TyUCHUS U HABOIKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3MU — cpencrBa 3ammThl HHGOPMAITHH

C3I1 8- cucrema (TroacucTemMa) 3auThl IEPCOHATBHBIX TaHHBIX
COB - cucrema 0OHapyKEHHS BTOPIKEHHH

TKYMU — texundeckre KaHaJIbl yTeUKH HHOOPMAITUT

YBIIIa— yrpo3sr 0e30macHOCTH MePCOHATBHBIX JaHHBIX

3. Beeaenue

3.1. Hacrosmas [lomutnka wHpoOpMammoHHOW Oe3omacHOCTH  MyYHUIIMIANBHOTO — OIOKETHOTO
obmeobpazoBarenbHOro yuapexkaenus «Cpennsist odmeodpa3oBarensHas mkoia Ne5 um. F0.A. [Narapunay (ganee
— komna) siBisieTcst OUITUATBHBIM IOKYMEHTOM.

3.2. Ilomntika pa3paboTaHa B COOTBETCTBHHM C MEISAMH, 3aJaqaMU W TPHHIUAIAMH 00ecredeHus
0e30MacCHOCTH TIePCOHANBHBIX JaHHBIX W3J0XkeHHbIX B Konmenmuu wHOpMannonHoi 6esomacHoctn WMCII/
[kosnel.

3.3. [TonmuTuka pa3zpaboTaHa B COOTBETCTBUU ¢ TpeboBaHusaMHu DenepanpHOro 3akoHa ot 27 utons 2006 .
Ne 152-03 «O mepcoHanbHBIX JaHHBIX» W TmoctaHoBieHus [IpaButenpctBa Poccuiickoit ®enepanuu ot 11
HOs0pst 2007 1. Ne 781 «O6 yrBepkaenun Ilonoxkennst 00 obecrieueHny 0€30MaCHOCTH MEPCOHATBHBIX AAHHBIX
pu ux 00padoTke B MHPOPMALMOHHBIX CUCTEMaX NEPCOHABHBIX JAHHBIX», HA OCHOBaHMU:

— «Pekomenganuii Mo obecrneuyeHnIo Oe30HacHOCTH MEPCOHAJBHBIX JaHHBIX MPHU UX 00paboTKe B
WH(POPMAITMOHHBIX CHCTEMax IE€PCOHANBbHBIX IaHHBIX», YTBEPXKICHHBIX 3amectureneM aupekropa DPCTOK
Poccum ot 15.02.2008 r.;

— «TunoBeIX TpeOOBaHUI MO OpraHM3alMHM W O0ECHEeUYeHHIO (YHKIMOHUPOBAHMS MHU(POBAIBHBIX
(xpunTorpaduueckux) CpeiacTB, NpelHa3HAUYEHHBIX JUIA 3alIUThl MH(QOPMALMHU, HE COAepXkKallled CBeIeHU,
COCTaBISIIOIINX TOCYAapCTBEHHYIO TaiiHy B Ciydae W3 HCHONB30BaHHUs Uil oOecrieueHuss Oe30MacHOCTH
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MEpCOHANBHBIX JAHHBIX MpH HX 00paboTke B WHGOPMALMOHHBIX CHUCTEMax IIEPCOHAJBHBIX JaHHBIXY,
yTBepkaeHHBIX pykoBoacTBoM 8 Llentpa @CB Poccun 21.02.2008 r. Ne 149/6/6-662.

3.4. B Ilonutuke onpenenensl TpedboBanus k nepconany UCII/IH, creneHs OTBETCTBEHHOCTH MEPCOHAIA,
CTPYKTypa ¥ HEOOXOAWMBIA YpPOBEHb 3alIMIICHHOCTH, CTaTyC M JOKHOCTHBIE OOS3aHHOCTH COTPYAHHUKOB,
OTBETCTBEHHBIX 32 obecrnedeHne Oe3zonacHocTy nepcoHanbHbiX AanHbIX B UCITH [kombl.

4, O0mme nMoJI0KeHUus

4.1. lensto nHactosimeii [TomuTuku siBaseTcss obecneueHre 0e30IMacHOCTH 00beKTOB 3amuThl 11Ikonbl oT
BCEX BHUJOB yrpo3, BHEIIHMX U BHYTPEHHHX, YMBIIDICHHBIX W HENPEIHAMEPEHHBIX, MUHMMHU3ALUS YIIepOaoT
BO3MOXHOM peanm3anuu yrpo3 6ezonacuoctu [1/Ja (YBIIH).

4.2. be30macHOCTh MEPCOHANBHBIX JAHHBIX JIOCTUTAETCS MyTeM WCKIFOYECHUS HECAHKIIMOHUPOBAHHOI'O, B
TOM YHCJI€ CTy9alHOr0, TOCTYIA K TIEPCOHATBHBIM JaHHBIM, PE3YIHTATOM KOTOPOT'0 MOXKET CTaTh YHUYTOXKEHHE,
M3MEHEHHUE, OJIOKUPOBaHUE, KOMUPOBAaHUE, PACIPOCTPAHEHHE IMEePCOHANBHBIX JAHHBIX, a TaKXe HWHBIX
HECaHKIIMOHUPOBAHHBIX JIEHCTBUIA.

4.3. Uadopmanust ¥ CBsI3aHHBIE C HEW pECypChbl MOUKHBI OBITh JOCTYIHBI JJIs aBTOPHU30BAHHBIX
noJb3oBaTeneil. JIoMKHO OCYIECTBISIThCS CBOEBPEMEHHOE 00HapyKeHHe U pearupoBanue Ha Y BI1/IH.

4.4, IoWKHO OCYIIECTBIATHCS TPEIOTBPAIICHAE MPETHAMEPEHHBIX WM CIyYalHBIX, YACTUYHBIX FUTH
MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOAMGUKAIIMN MIIH YHUUTOKEHUS TaHHBIX.

4.5. CoctaB 00BEKTOB 3aIlIUTHI IPEACTaBJICH B llepeune mepCoHaNbHBIX TAHHBIX, TIOISKAIITNX 3aIIHUTE.

4.6. CocraB UCII/n, momiexarux 3amiure, npeacrasied B [lepeune MCIT/IH.

5. O6aacTb neiicTBUS

5.1. TpeboBanus HacTosmel [[OTUTHKKA PacIpOCTPaHSAIOTCS Ha BceX COTPpYAHHMKOB LIIKombl (IMTaTHBIX,
BPEMEHHBIX, PaOOTAIONTNX ITO0 KOHTPAKTY H T.II.), @ TAKKE BCEX MPOIMX JUIT (TIOAPSTINKA, ayTATOPHI U T.IL.).

6. Cucrema 3aIMUTHI IEPCOHATBHBIX JAHHBIX

6.1. Cucrema 3amurhl mepcoHanbHbiX gaHHbIX (C3I1/IH), CTpoUTCs HAa OCHOBaHHUU:
— MepeyHs NEePCOHATIBHBIX JAHHBIX, IOIEKAIINX 3aIIUTE;
— akTa Kaccuukanuy HHPOPMAIMOHHON CUCTEMBI IIEPCOHATIBHBIX JAHHBIX;
— MOJIEH YIpo3 0€30aCHOCTH MEPCOHAIBHBIX TaHHBIX;
— MOJIOXKEHUSI O pa3rpaHUYEHUH IIPaB JOCTyIa K 00pabaThIBaeMbIM I1€PCOHAIBHBIM JaHHBIM;
— pykoBomsanmx nqokymeHToB @CTIK n ®Ch Poccun.

6.2. Ha ocHOBaHMM 3THX JOKYMEHTOB OIIpENeNsIeTcss HeoOXOAWMBIN ypoBeHb 3ammineHHoctd [1/1H
kaxgon MCIIJla Illkonel. Ha ocHOBaHMM aHamm3a akTyanbHBIX yrpo3 OezomacHoctu [1/lH, ommcaHHOTO B
Mogenu yrpo3, [nenaercsi 3aKIIOYCHHE O HEOOXOAMMOCTH HCIIONb30BAaHUSI TEXHUUYECKUX CPEACTB H
OpPTaHM3AIMOHHBIX MEpONpHUITHHA [is obOecnedeHuss Oe3omacHoctd [1/lH. BriOpanHbie HeoOXOAMMEIE
MeponpuaTus orpaxkatorcs B [lmane meporpusTaii mo odecnedenuto 3ammtsl 11/1H.

6.3. s xaxnoit MCII[JH nomkeH OBITH COCTaBIEH CHUCOK HCIONB3YEMbIX TEXHHUYECKHX CPEINCTB
3aIUTHI, a TAKXKE MPOTPaMMHOTO o0ecrieueHus], ydacTByromero B oopadorke [1/1x, Ha Beex anmementax UCII/Ix:

— APM nonp30BaTtenei;

— cepBepa NPUIOKEHNH;

— CVYB[I;

— rpanuua JIBC;

— KaHaJIOB Iepeiavyr B CeTH OOIIEro Mojib30BaHus U (WJIM) MEXIyHApOIHOro oOMeHa, €CIM 10 HUM
nepenatorcs [1JH.

6.4. B 3aBucumoctu ot ypoBHs 3amunieHHoctd UCIIAn u akryansHbix yrpo3, C3I1IH Moxker BKiItO4aTh
CJIEYIOLINE TEXHUUECKUE CPENICTBA:

— aHTHBHPYCHBIE CpEACTBA Il paboUYMX CTaHUMHU MMOIB30BaTENeH U CEPBEPOB;
— CpENCTBA MEKCETEBOI0 DKPAHUPOBAHHS;
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— cpeAcTBa KpunTorpaguyueckoi 3amuThl HHPOPMAaLUK, pY Nepeaade 3alluinaeMoi nHhopManuu
M0 KaHaJIaM CBSI3H.

6.5. Takoke B CIUCOK JO/DKHBI OBITH BKIFOYECHBI (DYHKIIMH 3allUThl, OOECIIEYMBAEMBIC IITATHHIMU
cpeactBamu oOpabotku I[1Jn onepanmonnbiMu cuctemMamu (OC), npuknagaeiM [1O0 u  crnenuanbHBEIMU
KOMITJIEKCaMU, peaii3yIOMIMMH CpeACTBa 3aUThl. CUCOK (DYHKUINH 3aIIUTHI MOYKET BKIIIOUATh:

— yIIpaBJICHHE U pa3rpaHuveHre JOCTYyIa OIb30BaTeNeH;
— PETHCTPALUIO U y4eT AeHCTBUI ¢ HHpOpMaLUel;

— obecreueHne HeI0CTHOCTH JaHHBIX;

— oOHapyXeHHE BTOPKCHUM.

6.6. Cricok MCMONB3yeMBIX CPEACTB JIOJDKEH TMOIACPKUBATHCA B aKTyaJbHOM COCTOSHHH. [Ipu
W3MEHEHUHM COCTaBa TEXHUYECKUX CpencTB 3ammThl uian sneMeHToB WCII/IH, cooTBeTcTByOIIME M3MEHEHUS
JIOJDKHBL  ObITh BHeceHbl B CIHMCOK W yTBEpXKACHBI IUPEKTOPOMIIIKOIBI WM JIMIIOM, OTBETCTBEHHBIM 32
obecnieuenue 3amuThl [1/1H.

7. TpeooBanus k noacucremam C3I1In

7.1. C3I1/11 BrirOUaeT B ce0sl CIACAYIOIINE OJCHCTEMBI:
— yIpaBJIeHUs JOCTYIIOM, PETUCTPALIMU U YUETa;
— ofecriedeHns NeTOCTHOCTH U JOCTYITHOCTH;
— aHTUBUPYCHOH 3aIIUTHI;
— MEXKCETEBOT0 3KpPaHWPOBAHUS;
— aHaJm3a 3alyIIeHHOCTH;
— 00HapYKEHUS BTOPKCHUH;
— Kpunrorpadpuyeckoi 3aiuThl.

7.2. Tloncucrempl C3I1/IH uMErOT pa3inuuHbli (QYHKIMOHAT B 3aBUCHMOCTH OT YPOBHS 3allUINECHHOCTH
UCTIdn, onpeneneHHOro B AKTe Kiaccu(pukalud HHPOPMAaIMOHHON CUCTEMBI ITEPCOHAIBHBIX TaHHBIX.

7.3. [logcucTeMbl yIIpaBJIeHHS JOCTYIIOM, PETHCTPAIIUH U Y4eTa.

[loncucrema ympaBieHHs JOCTYIIOM, PETHCTPAIMH U yUeTa MpefHa3HaueHa sl Pealn3aiiy CIeTyIoUIX
dhyHKIIHIA:

— UACHTU(DUKAIIIN ¥ TIPOBEPKa MOTMHHOCTH CYOBeKTOB moctyta mpu Bxozae B UCI/x;

— UAeHTH()UKAIIMA TEPMHUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3M, BHEITHUX YCTPOHCTB MO JIOTHYECKUM
MMeHaM;

— HACHTU(HUKAITIN TIPOrpaMM, TOMOB, KaTaJIoroB, (ailiioB, 3amuceit, oJiei 3amiceii o nMeHaM;

— perucTpanuu Bxoja (BbIXO/la) CYOBEKTOB JIOCTYIIA B CHCTEMY (M3 CHCTEMBI), THOO PEerrucTparims
3arpy3Kd 1 MHUIHAJIU3AIIH OIIEPAIlIOHHON CUCTEMBI U €€ OCTaHOBA.

— pETUCTpAINU TOMBITOK JOCTYIIa MTPOrPaMMHBIX CPEICTB (TIPOrpaMM, MPOIIECCOB, 3aad, 3aJaHui)
K 3aIuIaeMbeIM (aimam;

— pETUCTpalii TIOMBITOK JOCTyNa TPOTPAMMHBIX CPEACTB K TepMHUHAIAM, KaHallaM CBSI3H,
IporpaMMam, ToMam, Katajoram, Qaiiam, 3amucsam, TOoJISIM 3aIrcei.

[lomcucrema ympaBiieHHS TOCTYIIOM MOXET OBITh pealn30BaHa C IIOMOINBI0 INTAaTHBIX CPEACTB
obpabotku [1/[H (onepanmonnbix cucrem, mpuinoxkeanid 1 CYB/]). Tak ke MoxkeT ObITH BHEAPEHO CIIENUATBHOE
TEXHUYIECKOE CPENICTBO HIIM WX KOMIUJIEKC OCYIIECTBIISIFOIINE AOMOTHUTENbHBIE MEPHl M0 ayTeHTU(UKAIUN U
KOHTpomt0. Hanpumep, npuMeHEHHE €OUHBIX XPaHWIUIL YUYETHBIX 3alUCEH MOIb30BaTENEed U PEruCTpaliOHHON
nH(OpMaIuK, UCIONB30BaHUE OMOMETPUYECKHX W TEXHHYECKUX (C TMOMOIIBIO0 AJIEKTPOHHBIX IPOITYCKOB) MeEp
ayTeHTU(PUKAIUH U JPYTUX.

7.4. Tloncucrema obecriedeHus ETOCTHOCTH U JIOCTYITHOCTH.

[Moncucrema obecriedeHns MEMTOCTHOCTH W AOCTYIMHOCTH IpeHa3HA4YeHa JIIs 00ecTiedeH sl [EIOCTHOCTH
n nocrynHoctd [IJIH, mporpammubix u ammapatHbeix cpeacts MCII/In IlIkonsl, a Takxke CpeAcTB 3aIlUTHI, IPH
CITy4aifHOW WM HaMepeHHOH MOIu(pUKAIINH.

[lomcucrema peanmusyercs € TIOMOIIBIO OpPraHW3AIMH PE3EPBHOTO KOIMUPOBAHUS 00padaThIBAEMBIX
JAHHBIX, a TAKKE PE3epBUPOBAHUEM KIIOUEBbIX d5ieMeHTOB CII/IH.

7.5. IlogcrucTemMa aHTUBUPYCHOM 3aIIUTHI.

[loncucrema aHTUBUPYCHOM 3aIUTHI IPEAHA3HAYEHA IS 0OECTIeUeHUs] aHTUBUPYCHOM 3alUThI CEPBEPOB
u APM nons3oBateneit UCIIu komsl.

CpenctBa aHTUBUPYCHOH 3aIIMTHI IPEIHA3HAUEHBI TS PeaTn3aluy CIeAYIOMUX QyHKINNA:

— PE3UICHTHBIA aHTUBUPYCHBIN MOHUTODPUHT;
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— aHTHBHPYCHOE CKaHHUPOBAHUE;

— CKpHUIIT-OJIOKHPOBAHUE;

— UEHTPAJTN30BaHHYIO/yIaleHHYI0  YCTaHOBKY/ACMHCTAJUILMIO  aHTUBHPYCHOTO  TPOJIYKTa,
HACTPOKKY, aIMUHHCTPUPOBAHHE, TPOCMOTP OTYETOB M CTATUCTHYECKOH HHPOPMALNH MO PaboTe MPOAYKTa;

— aBTOMaTH3UPOBAHHOE OOHOBJICHNE aHTUBUPYCHBIX 0a3;

— OrpaHUYCHHE TpaB IOJb30BATENsl Ha OCTAHOBKY HCIONHSEMBIX 3aJad U HM3MEHEHHUS HaCTPOEK
AQHTUBUPYCHOTI'0 IPOrPaMMHOT0 00eCTIeYeHUSI;

— aBTOMATHUYECKUH 3aIyCK cpa3y IOciie 3arpy3Ky OlepalioHHON CUCTEMBI.

[Moncucrema peanusyercss TMyTeM BHEAPEHHS CIHCHUAIBHOIO aHTUBHUPYCHOTO  MPOrPaMMHOTO
obecrieueHus Ha Bce aneMenTsl MCIT/IH.

7.6. [TogcucTeMa MeXCETEBOr0 SKpAaHUPOBAHUSL.

[Noacucrema Me)CETEBOT0 IKPAHUPOBAHUS MPETHAZHAYCHA JJISl peai3aliy CIeTYIOMNX (QyHKITHIA:

— (UNbTpallMM  OTKPHITOTO ®  3ammdpoBaHHOro (3akpeiToro) IP-tpadmka mo cnemyrommm
rapameTrpam;

— (hukcanM BO BHYTPEHHHUX JXYpHAIax WHPOPMAIMH O MPOXOASANIEM OTKPBITOM M 3aKpbIToM [P-
Tpaduke;

— WAeHTH(UKAIMY U ayTeHTU(HUKAMIO aIMUHICTPATOPa MEKCETEBOr0 dKpaHa MpH €ro JOKaIbHBIX
3ampocax Ha JOCTYII;

— perucTpanuu BXoaa (BBIXOJA) aJMHHHCTPATOpPa MEKCETEBOIO0 dKpaHa B CHUCTeMY (M3 CHCTEMBI)
100 3arpy3KH 1 MHUIIUAITU3AINN CUCTEMBI U €€ TIPOIrPaMMHOT0 OCTaHOBA;

— KOHTPOJIS IIEIOCTHOCTH CBOEH MPOrpaMMHON U NH()OPMAIIMOHHON YacTH;

— (DUIBTpalMK TIAKETOB CIYXKEOHBIX MPOTOKOJIOB, CIYXAIUX JJIsi JUATHOCTUKA W YIpPaBJICHUS
paboTOoli CeTEeBBIX YCTPOICTB;

— (UIBTpallUM C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOro MHTepdeiica Kak CPEeICTBO MPOBEPKH
MOJUIMHHOCTHU CETEBBIX aJPECOB;

— perucTpanyuy 1 yuera 3arnpaiiiBaeMblX CEpBUCOB IPUKIATHOIO YPOBHS;

— OJIOKMpOBaHMA JOCTyNa HEHJICHTH()UIIMPOBAHHOTO OO0BEKTa WIM CyObEKTa, IOMIMHHOCTh
KOTOPOTO IIPY ayTeHTU(PHUKAIIMH HE TIOATBEPANIACH, METOJAMH, YCTOHUMBBIMHU K II€PEXBaTY;

— KOHTPOJIA 33 CETEBOI aKTMBHOCTBIO NPUIOKEHUHN U OOHAPYKEHUS CETEBBIX aTak.

Iloncucrema peanusyercss BHEAPEHUEM  IPOrPaMMHO-ANNApAaTHBIX  KOMIUIEKCOB — MEKCETEBOrO
sKkpaHupoBanus Ha rpanuile JIBC, kmaccom He HIXE 4.

7.7. IlogcrucTeMa aHanM3a 3alMIICHHOCTH.

Iloncucrema ananm3a 3alUMILECHHOCTH, JOJDKHA OOECIEYMBATH BBIABIICHUS YS3BHMOCTEH, CBSI3aHHBIX C
ommbkamu B kKoH(puryparmmu [10 UCII/{H, koTOpbie MOTYT OBITH MCIIONB30BAHbI HAPYIIUTENEM IS peau3alui
aTaKy Ha CUCTEMY.

@DyHKIMOHAT MOJCHUCTEMBl MOXKET OBITh peaju30BaH IMPOrPaMMHBIMH M IIPOrPaMMHO-aIIapaTHBIMU
CPEACTBaMH.

7.8. Iloncucrema oOHAPYKEHHS BTOPIKEHHIA.

Iloncucrema oOHapyXeHUS! BTOPKEHUH, OKHA OOECIIEUrBATh BBISBICHHE CETEBBIX aTaK Ha 3JEMEHTHI
NCTI/Ix noaxmmrodeHHbIe K CETAM OOIIETo MOF30BaHuUS U (MIIH) MEXIYHAPOIHOTO OOMEHa.

@DyHKIMOHAT MOJCHUCTEMBl MOXKET OBITh peaju30BaH MPOrPaMMHBIMH M IPOrpaMMHO-alIapaTHBIMU
CpPEICTBaMH.

7.9. Iloncucrema kpunrorpaguyueckoi 3aIuTH.

[Moncucrema kpunTorpaduveckoi 3amuThl TpemaHasHadeHa mnsa uckmodennss HCJ| x 3amummaemoit
nnpopmanun B MCII[An Illkonel, npu ee mepenade Mo KaHajdaM CBSI3M CeTei OOLIero Mmojb30BaHUS U (WIIN)
MEKAYHApOJHOro oOMeHa.

Iloncucrema peanusyercs: BHEAPEHHUs] KpUNTOrPahUIECKUX MPOrpaMMHO-aNNapaTHBIX KOMIIJIEKCOB.

8. Moaw3oBarenu UCII/In

8.1. B Konnenuun nHGpOpMaMoOHHOH 0€30M1aCHOCTH ONPEAEIeHbl OCHOBHBIE KaTErOPHH IOJIb30BaTENCH.
Ha ocHoBanMu 3THX KaTeropuu IobKHA OBITH Mpou3BeaeHa Tunmu3auus nonszobareneit MCII/In, onpenenen ux
YPOBEHb JIOCTYTIa U BO3MOXHOCTH.
8.2. B UCIIAu Illkomel MOXHO BBIACIUTH CIEAYIOIIME TPYNIBI IONb30BaTelel, y4acTBYIOLIMX B
o0pabotke u xpaHenuu [1/1H:
— Agmunuctparop UCTI/IH;
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— Ionb3oBarens UCII/IH.

8.3. lanHble 0 Tpymmax MONB30BATENsIX, YPOBHE HUX JOCTyHa W HH()OPMHPOBAHHOCTU AOJKEH OBITh
OoTpakeH B Pa3spemmrenbHO cHUCTeMe JOCTylma COTPYAHHKOB K pecypcaM WH(GOPMAlMOHHBIX CHUCTEM
MEpCOHANBHBIX  JaHHBIX, MNpHUHAAJSKAIUX MyHHOUNAIbHOMY OMOJDKETHOMY — 001IeoOpa3oBaTenbHOMY
yupexaeauro «Cpennsis obmeoopasoatenbHas mkona Ne5 um. FO.A. Tarapunay.

8.4. Anmunucrpartop UCIH.

Anmunucrparop WCII[AH, corpynuauk Ilkombl, OTBETCTBEHHBIN 3a HAacTpoWKy, BHEApPEHHE U
conpoBoxaenne MCII/In. ObecnieunBaer QyHKIMOHHpOBaHHE MOACKCTEMBbI yrnpasieHus nocrynom WCIIAH u
VIOTHOMOYEH OCYIIECTBISATH MPEIOCTABICHUE W pa3rpaHuyeHue goctymna koHneuyHoro Ilomb3oBatens MCIIuk
3J7IeMeHTaM, XpaHAILIIM [1epCOHAIIbHBIE JaHHBIE.

Anmunucrparop UCII/Ix obnagaer cieayronmM ypoBHEM JOCTYIIA U 3HAHUIA:

— obnagaer momHoW WH(opMmanMeld O CUCTEMHOM M MPHKIAJAHOM MPOrPaMMHOM OO0eCIedeHUN

WCTITx;

— obnagaer nmomHoN MH(popMaIel o TeXHUYeCKuX cpenctBax u koHpurypamuu MCI1/IH;

— UMEET JIOCTYI KO BCEM TEXHUYECKUM cpejicTBaM 00pabdoTku nHdopmanmu U nanabeiM UCITTH;

— obnamaer mpaBaMu KOH(GHUTYPUPOBAHHS M aMUHUCTPATUBHONW HACTPOWKH TEXHHUYECKHUX CPEJICTB
WCTI/Tx.

8.5. ITonb3zoBarens UCTI/IH.

[onw3oBatens UCITAH — corpyanuk Illkomsl, ocyriectsistommii oopadorky I1[n. O6paborka I1/1H
BKITIOYAeT: BOBMOXKHOCTh mpocMmotpa [1/1H, pyunoii BBox [1/IH B cucremy MCIIH, ¢popMupoBanue cripaBoK U
ordueroB 1o uHQopMmanuu, nonydeHHoi w3z WCIIA. TlomezoBatens WCII[AH He uMeeT NOTHOMOYHH JUIs
yHpaBieHus moacucTeMaMu o0padoTku naHabX 1 C3I1/1H.

[Tonp3oBatens UCIIH obanaeT CIeayronyM YPOBHEM JIOCTYIIa W 3HAHHH:

— obyiaziaeT BceMH HeOOXOAMMBIMU aTpuOyTaMu (HarpuMep, mapoiieM), o0ecreunBaloNMMHU JIOCTYII
K HEKOTOpOMY noaMHoxecTBY IT/1H;
— pacrosnaraer KOH(QUACHIMAIbHBIMU JAHHBIMH, K KOTOPBIM UMEET JAOCTYII.

9. TpeGoBaHus K MepcoHaNy N0 odecniedeHn o 3amuTol [ IH

9.1. Bce corpyauuku Illkomsl, sBistontuecs monb3oBatensimu VUCIT/IH, T0/DKHBI Y€TKO 3HATh U CTPOTO
BBINIOJTHATh YCTAHOBJIEHHBIC TPaBHiIa M OOS3aHHOCTH IO JOCTYNY K 3aIlMINAeMbIM OOBEKTaM M COOIIOICHHIO
MIPUHATOTO pekuma Oe3omacHocTH 11J1H.

9.2. IIpu BCTymIeHNH B JOJDKHOCTH HOBOT'O COTPYIHUKA HEMOCPEICTBEHHBIH HAaYaJIbHUK TTOPA3IeTCHHS,
B KOTOpPO€ OH IIOCTyIlaeT, 00s3aH OpraHM30BaTh €ro O3HAKOMJICHHWE C JOJDKHOCTHOW MHCTPYKIMEH WU
HEOOXOIUMBIMH JOKYMEHTAaMH, peryIaMeHTUPYIOIMH TpeboBanus o 3amure [1/1H, a Takke 0OydeHre HaBbIKaM
BBIIOJIHEHHUS IPOLIEAYP, HEOOXOIUMBIX ISl CAHKLIMOHUPOBAaHHOTO Hcmoib3oBanus MCIIH.

9.3. CoTpyaHUK IODKEH OBITh O3HAKOMIICH CO CBEICHUSMH HacTOAIIeH [TOMMTHKY, MPUHSATHIX IPOIeTyp
pabotsl ¢ anemenTamu UCIT/Ia u C3I11H.

9.4. Corpynnuku IlIkonmpl, HCHONB3YIOLUIME TEXHUYECKHE CPEACTBA AayTEHTU(HUKAIMH, HODKHBI
00ecTeynBaTh COXPAHHOCTh HIIEHTH(PHUKATOPOB (IMEKTPOHHBIX Kitodel) u He pomyckate HCJ[ k HuM, a Tarke
BO3MOXXKHOCTh WX YTEPU WJIM UCIOJNB30BAHMSA TPEeTbUMH Juuamu. llomp3oBaTenu HECyT MEpCOHAIBHYIO
OTBETCTBEHHOCTb 33 COXPAHHOCTh UJCHTU(PHUKATOPOB.

9.5. Corpyanuku IlIKonbl AOMKHBI CIIENOBaTh YCTAHOBJICHHBIM IpOLENypaM IOAACPKAHUS PEeXUMA
6ezonacHoctu I1/lH mpu BeIOOpE M HMCHONB30BaHUM Hapojell (eclnu HE HCHONb3YIOTCS TEXHHUUECKUE CPelCTBa
ayTEHTU(PUKAIIH ).

9.6. Corpyanuku IlIkonsl 1omKHBI o0ecrieurBaTh HAAJISKALIYIO 3alIUTy 000pYJOBaHUS, OCTABISIEMOIO
0e3 mpucMoOTpa, OCOOEHHO B TEX Clydasx, KOIZla B IOMELIEHHE HMEIOT JOCTYH IOCTOpPOHHME juua. Bce
MOJIb30BATENN JIOJDKHBI 3HaTh TpeOoBaHus mo Oe3omacHoctd I1J[H m mponenypsl 3aimuTsel 00OPYAOBAHHMS,
OCTaBJIEHHOT'0 0€3 MPUCMOTPA, a TAKXKE CBOM 0053aHHOCTH 110 00ECIIEYEHUIO TAKOM 3aIUThI.

9.7. CoTpyaHrKaM 3arperiaercs yCTaHaBIMBaTh TOCTOPOHHEE MIPOrpaMMHOe o0ecriedeHne, MOAKI0YaTh
JUYHBIE MOOWJIBHBIE YCTPOWCTBA M HOCHUTENM HHQPOpPMALMH, a TAKKE 3alUChiBaTh HA HUX 3alIUIIAEMYIO
UH(POPMALHIO.

9.8. CorpyaHrKaM 3ampelnaercsl pasriianarh 3alyIaeMyo HHQOpMaLnio, KOTopasi cTajla UM M3BECTHA
npu pabote ¢ nHHOPMAUMOHHBIMU cucTeMaMu LLIKOIBI, TpeTbuM JIMIaM.

9.9. Ilpu padore c [1/In B UCIIAH corpynHuku Llkonsr 00s3aHbl 00ECIEUUTH OTCYTCTBHE BO3MOXHOCTH
npocmotpa [1JIH Tperbumu nuuamu ¢ MOHUTOPOB APM mnu TepMuHanos.
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9.10. ITpu 3aBepmienun padorsl ¢ MCIIJIH corpyaHuku o0si3aHbl 3amuTUTE APM mimm TepMuHAIBI C
MOMOIIBIO OJIOKUPOBKM KITFOUOM MJIM SKBHUBAJIIEHTHOI'O CPEACTBAa KOHTPOJIS, HApUMEpP, AOCTYIIOM IO Mapoilo,
€CIIH HE MCIOJB3YIOTCS Oojiee CHIIbHBIE CPEACTBA 3aIHUTHL.

9.11. Corpynuuku Illkomel JOMKHBI OBITH MPOMH(GOPMHUPOBAaHBI 00 yrpo3ax HapyLUIEHUS peXUMa
6ezonacHoctu [1/lH 1 oTBEeTCTBEHHOCTH 3a ero HapyiieHue. OHM JOKHBI OBITh O3HAKOMJICHBI C YTBEPKACHHON
(dbopManbHOI Tpolenypoll HaJloKEeHUs! AUCHUILIMHAPHBIX B3bICKAHUN Ha COTPYJHHKOB, KOTOpPBIE HAPYIIMIIH
MPHUHSATHIE TOTUTUKY U TIpoueaypsl 6e3onacuoctu [1/1H.

9.12. Cotpynuuku 00s3aHbI 0€3 TPOMEIICHHS COO0IAaTh 000 BCeX HAOJIIOaEMbIX HITU MOJ03PUTEIBHBIX
ciydasix padotsl UCII/IH, Morymmx nosiedsb 3a coboii yrpo3sl Oe3onacHoctu [1/1H, a Takke 0 BBISBICHHBIX HMU
COOBITHAX, 3aTparuBaromux Oe3zomacHOCTh [I/IH, PYKOBOICTBY NOApa3AcicHUS W IHUIY, OTBEYAIOLIEMY 3a
HEMEJIJICHHOE pearnpoBaHue Ha yrpo3bl 0e3onacHocTy [1/1H.

10. loxkHOCTHBIE 00513aHHOCTH ToJb30oBaTesieid UCI/In

10.1. JlomxHOCTHBIE 00s13aHHOCTH Tosib3oBateneld UCIT/IH onucaHbl B ClIENyOIINUX JTIOKYMEHTaX:
— uHCTpyKus aagmMuuauctpartopa MCITIH;
— uHCTpyKius nons3osatens MCIIH;
— WHCTPYKIUS O MIOPSIAKE PE3EePBUPOBAHMS U BOCCTAHOBJICHHUS,
— WHCTPYKIUS TI0 aHTUBHPYCHON 3aIITUTE;
— nHCTpyKIus nois3oBarenst CK3U;
— MHCTPYKIUS 10 pabote ¢ qokymentamu ¢ [1J{H;
— WHCTPYKITUSA 110 YIETY MAITMHHBIX HOCHTEIICH;
— periaMeHT pearupoBaHUs Ha 3ampoc cyonekra I1/]H;
— UHCTPYKUUS [10JIB30BATENS TP BOSHUKHOBEHUHU BHEIITATHBIX CUTYaLlUI;
— UHCTPYKUUS [10 OPTaHU3ALUHU HAPOJIbHOM 3aILUTHI;
— MHCTPYKIUSA 110 OPraHU3alKH 3alUThl HH(opMaIuu o coObITHax O0e3onacHoct B MICIT/IH;
— WHCTPYKIUS TI0 yCTAaHOBKE W MOAM(UKALINH TIO;
— WHCTPYKIUS 110 o0ecriedeHuro 3amuThl nHpopmarwu npu BeiBone UCIIIx u3 skcrmyaTanmu.

11. OTBEeTCTBEHHOCTH COTPYIHUKOB

11.1. B cootBercTBuHu co cT. 24 DenepanpHOro 3akoHa Poccuiickoit @enepanmu ot 27 utons 2006 T.
Ne 152-®3 «O mepcoHaJ bHBIX JaHHBIX» JIUIa, BAHOBHBIC B HApPYIICHUW TpeOOBaHMH maHHoro denepaibHOro
3aKOHa, HECYT I'Pa)KIAHCKYI0, YIOJIOBHYIO, aIMUHHUCTPATHBHYIO, MUCLHUILIMHAPHYIO U HHYIO MIPEAYCMOTPEHHYIO
3aKkoHoAaTeNnbcTBOM Poccuiickoit denepanuv OTBETCTBEHHOCTb.

11.2. JleficTBytomee 3aKOHOAATENHCTBO P® ToO3BONSIET MPEenbABIATh TPEOOBAaHUS IO OOECHEUYEHUIO
OesomacHOi paboOTHI C 3ammiaeMor WHGopMamueld W TpeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HapyIICHUE
YCTaHOBJICHHBIX TMPaBWJI JKcIuTyatarin OBM u cucrem, HempaBOMEpHBIM JOCTYN K WH(QOPMAIMW, €CIIA 3TH
JNEHCTBHUA TPUBEIA K YHUUYTOXKEHUIO, OJOKHPOBAHHIO, MOAM(UKAINK HHPOPMALUN WIH HAPYIIEHUIO PaOOTHI
OBM wnn cereit (craten 272,273 u 274 YK P®D).

11.3. Ammunuctpatop UCII/IH HeceT OTBETCTBEHHOCTh 3a BCE JEHCTBHSI, COBEPIICHHBIE OT MMEHU WX
VUETHBIX 3alllCell MM CHCTEMHBIX YUYETHBIX 3amuceil, ecim He JoKa3aH (akT HECAaHKLHOHUPOBAHHOTO
HCIOJIb30BaHMSI YUETHBIX 3alUCeH.

11.4. Tlpu Hapymenusix corpyauukamu llkomer — monp3oBarenedt VCII[H mpaBui, cBS3aHHBIX C
OezonacHocThio I1J[H, OHM HeCYT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO JEHCTBYIOLIMM 3aKOHOAATEIECTBOM
Poccuiickoit @enepanuu.

11.5. [IpuBeneHHbIe BbIMIe TPEOOBaHMS HOPMATHBHBIX JAOKYMEHTOB I10 3allUTe MHPOPMALMH JOJIKHBI
ObITh oTpakeHs! B Ilonmoxenunsx o moapasnenenusx Llkomnsl, ocymectBisiromux odpadorky I11/In 8 UCIIH n
JOJDKHOCTHBIX MHCTPYKIHMAX COTPYAHUKOB LLIKOMBI.

11.6. HeoO6xomumo BHectn B Ilonmokenust o moapasaeneHusx LIKomel, ocymiecTBAsSOMUX 00pabOTKy
[z B UCIIJIH cBeaeHus 00 OTBETCTBEHHOCTH WX PYKOBOAMTENEH M COTPYAHHKOB 32 pasrialieHue |
HECaHKLIMOHUPOBaHHYI0 Moauukauuio (uckaxenue, Qanbcudukanuio) [1JJH, a Takke 3a HempaBoMepHOE
BMEILIATEIbCTBO B MPOLIECCH X aBTOMATU3UPOBAHHON 00paOOTKH.
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12. CliucoOK HCII0JIb30BAHHBIX MCTOYHUKOB

12.1. OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMH M METOJMYECKUMH JTOKYMEHTaMH, Ha KOTOPBIX Oazupyercs
Hacrosiee [lonoxxenne sBIsSOTCS:

— ®@enepanbhblil 3akoH ot 27.07.2006 1. Ne 152-®3 «O nepcoHalbHBIX HaHHBIX» (manee — O3 «O
MEPCOHANBHBIX JaHHBIX»), YCTaHABIMBAIOIIMNA OCHOBHBIE NPHHIUNGBI M ycioBus obOpaborku [1JIH, mpasa,
00sI3aHHOCTH ¥ OTBETCTBEHHOCTh yYaCTHUKOB OTHOLICHUH, CBA3aHHBIX ¢ 0OpaboTkoit [1/1H.

— «TpeboBaHMS K 3alUTE IEPCOHATILHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMax
MEePCOHANILHBIX JaHHBIX», yTBepKaeHHOe [locTanoBnenuem [IpaButenscrea PD or 01.11.2012 r. Ne 1119.

— «[lonoxenne 00 OCOOCHHOCTSAX OOpPaOOTKM TEPCOHAIBHBIX JIAHHBIX, OCYIIECTBIsieMOU 0e3
WCMONB30BaHUsI CPEJACTB aBTOMAaTh3auuW», yTBepxkaeHHoe IlocranoBnenuem IlpaButensctBa PO ot
15.09.2008 r. Ne 687.

— «TpeboBaHusl K MaTepHajbHBIM HOCHTEIISIM OWOMETPHUYECKUX TMEPCOHANBHBIX JaHHBIX U
TEXHOJIOTUSIM XPAaHEHHUs TAKMX JaHHBIX BHE HHPOPMAIMOHHBIX CUCTEM TIEPCOHANBHBIX JIAHHBIX», YTBEPKICHHEIC
[Mocranosnenuem [IpasurtenscTea PO ot 06.07.2008 1. Ne 512.

12.2. HopmatuBHO-MeTOIMUECKre TOKYMeHThl DeepanbHOl CITy:KObI IO TEXHUYECKOMY H SKCIIEPTHOMY
koHTpoto Poccutickoit deaeparuu (naee - ®CTIK Poccun) no obecnieuenuto O6e3omacHoct [1IH mpu ux
obpaborke B UCII/Ix:

— Pexomenmanmum mo oOecrmedeHnio 0€30macHOCTH IEePCOHANBHBIX JTaHHBIX MPU UX 00paboTKe B
WHQPOPMAITMOHHBIX CHUCTEMaX MEePCOHANBHBIX JaHHbIX, yTB. 3aM. aupekropa PCTIK Poccum 15.02.2008 r.
(ACTI).

— OCHOBHBIE MEpONPHATHS TI0 OpPraHW3alMK U TEXHUYSCKOMY OOeCIedeHno 0e30MacHOCTH
MEPCOHANBHBIX JIAHHBIX, 00padaThIBAeMbIX B WH(OPMAIIMOHHBIX CHCTEMaX IEPCOHANBHBIX JAHHBIX, YTB. 3aM.
mupekropa @PCTOK Poccun 15.02.2008 1. (ACII).

— bazoBas Mozenbs yrpo3 0€30MacHOCTH TMEPCOHANLHBIX JAHHBIX TIPH HMX 00paboTkKe B
HH(OPMAIIMOHHBIX CHCTEMaxX IEPCOHAJBHBIX JaHHBIX, yTB. 3am. aupekropa ®PCTOK Poccum 15.02.2008 r.
(ACII).

— Meronuka oOIpeNeneHns aKTyalbHBIX yrpo3 Oe30MacHOCTH IEePCOHANBHBIX JAaHHBIX IMPH HX

00paboTke B HMH(OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX, yTB. 3am. mupekropa DOCTIK Poccun
15.02.2008 r. (JICII).
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